As biometric applications are gaining popularity, there is increased concern over the loss of privacy and potential misuse of biometric data held in central repositories. We present a biometric authentication framework that constructs a multi-biometric template by layering multiple biometrics of a user, such that it is difficult to separate the individual layers. Thus, the framework uses the biometrics of the user to conceal them among one another. The resulting biometric template is also cancelable if the system is implemented with cancelable biometrics, such as voice. We present a realization of this idea combining two or three different fingerprints of the user, using four different methods of template construction. Three of the methods use less and less information of the constituent biometrics, so as to lower the risk of leakage and cross-link rates. Results are evaluated on publicly available Finger Verification Championship (FVC) 2000, 2002 and NIST fingerprint databases. With the FVC databases, we obtain 2.1%, 3.9% and 3.4% Equal Error Rate on average using the three proposed methods, while the state-of-the-art commercial system achieves 1.9%. Furthermore, we show low cross-link rates under 63% under different scenarios, while genuine identification rates are 100%, with such a small gallery of 55 templates.
INTRODUCTION
Biometric data are increasingly used in authentication and identification of individuals, replacing the token and password-based security systems. In biometric authentication, a questioned biometric is verified against a previously registered reference, for which a template is extracted and stored during enrollment. There are two approaches for storing biometric templates. In one alternative, the user carries a smart card containing her biometric template, and the verification of questioned sample is done within the smart card, without ever being stored in a repository (i.e. match-on-card). In the second alternative, the enrolled users' biometric templates are kept at a central repository and authentication is carried out by matching the query with the template stored at the repository. There are disadvantages associated with each of these two approaches. The most commonly known disadvantages of the match-on-card scheme are (i) low matching performance due to the limited processing power and memory of the smart card chip, (ii) vulnerability to man-in-the-middle attacks if the card generates plain matching results, (iii) inconvenience of carrying the card and maintaining its physical security, (iv) overhead associated with card issuance. Consequently, the use of central repositories is by far the more common of the two alternatives; however, there is increased concern over the loss of privacy and potential misuse of biometric data held in central repositories.
The term privacy is difficult to precisely define, as it has different meanings in different situations and cultures. The common denominator can be stated as keeping personal information, such as one's actions, whereabouts, or personal information, from others' view. Within the biometric domain, loss of privacy occurs if the biometric is compromised or accessed to obtain unintended information about a person (such as their health condition). Loss of privacy also occurs if the biometric data are used to track individuals by linking biometric databases belonging to different applications.
Biometric template protection is seen as a direct way to address privacy concerns and has been an active research area in biometrics for the last 10 years. Template protection refers to storing a transformed or modified version of a biometric template in such a way that it is impossible to reconstruct or reveal the original biometric template from the stored version. Ideally the protected biometric template need not be revealed and verification should be done in the protected template domain. This may be possible with one-way functions that are applied to both the reference and the query biometrics, which allow matching to be done in the transformed space [1] . While this is a very nice idea, finding such one-way functions that are applicable to noisy/fuzzy biometrics has been challenging, along with the need to register the biometrics before applying the transform. Similarly, the biometric data cannot be directly used as an encryption key within the framework of well-established cryptographic algorithms because of the noisy/fuzzy nature of biometrics.
Providing cancelability and renewability are two other important properties. Since people cannot change their biometrics as they can change their passwords, if the existing template is compromised, it should be cancelled or revoked, and ideally a new template is generated from the same biometric data. A good treatment of these concepts is given in Ref. [2] .
Several schemes have been proposed in recent years for protecting the biometric templates [3] [4] [5] [6] [7] [8] : in particular the fuzzy commitment [4] , fuzzy vault [9] and biohash [8] schemes are successfully implemented with many biometric modalities. However, research is active in finding better methods that provide template protection, while not inconveniencing the user or degrading system performance.
In this paper, we propose a biometric authentication framework for increased security and privacy, extending and improving the work done in Ref. [10] . The main principle of the framework is to conceal the biometric of a person using another biometric, rather than a cryptographic construct. In particular, we demonstrate an implementation of the proposed framework combining multiple fingerprints. The proposed method, called Biometric Layering, is shown to be more robust against privacy leaks and achieves a higher level of security due to its use of multiple modalities, in comparison to corresponding uni-modal systems. Although the use of this method is demonstrated with fingerprints, it can be used with landmark points obtained from voice, face or minutiae points obtained from iriscode or other applicable biometrics [11] .
The organization of this paper is as follows. In Sections 2 and 3, we discuss previous studies and overview the proposed framework. Then, we describe the implementation of the proposed method in Section 5, with four different variations in constructing the multi-biometric templates. We provide and discuss experimental results of our implementation in Section 6. Finally, we summarize the strengths of the proposed system in Section 9 and conclude with Section 10.
PREVIOUS WORK ON TEMPLATE PROTECTION
In the past two decades, several biometric template protection mechanisms were proposed in the literature. Ratha et al. [1] first suggested a framework of cancelable biometrics, where biometric data undergo a predefined non-invertible transformation during enrollment and testing, with the matching done in the transform space. If the transformed biometric is compromised, the user is re-enrolled to the system using a new transformation. Likewise, different applications are also expected to use different transformations for the same user. While this work has been influential, finding one-way transformations that preserve distances has been elusive. Furthermore, managing the transform functions is also an issue. Another class of template protection schemes uses some form of user-specific helper data that is extracted from the original biometric, in order to tolerate the variations observed in biometric data. One such technique is called the fuzzy commitment, which is a secure key release scheme proposed by Juels and Wattenberg [4] . In this scheme, a secret key is encoded as an error-correcting code c and the difference of codeword and the presented biometric of the user (d = -t c) is stored in the database, together with the hash of c. During verification, a probe template ¢ t is used to obtain a probe word as
h c h c then the verification succeeds. The scheme was inspired by the work of Dodis et al. [12] and later inspired a scheme called secure sketch by Sutcu et al. [13] .
The fuzzy commitment is used in several studies. Hao et al. [14] have used iris biometrics to generate a repeatable cryptographic key up to 140 bits. Sutcu et al. [15] used fuzzy commitment in a multi-biometric system comprised of fingerprint and face.
Later, Juels and Sudan [9] introduced the fuzzy vault scheme to address the problem of unordered feature representations. The fuzzy vault is a general scheme to hide some data in a vault such that it can only be released when sufficiently matching data are provided; as such, it is very suitable 574 M. YILDIZ et al. IN COMPUTER SYSTEMS AND NETWORKS  THE COMPUTER JOURNAL, VOL. 60 NO. 4, 2017 for biometric template protection and indeed several applications have been implemented using fingerprints [16] [17] [18] [19] , face [19] and iris [18, 19] . To obtain a fingerprint vault, a secret is encoded as the coefficients of a polynomial that is evaluated at the minutiae points (x), such that ( ( )) x p x , are then hidden among a large number of chaff points. During verification, the biometric of the user is matched to the vault and only a sufficient match of the minutiae points reveals the secret, through polynomial reconstruction and unlock the vault.
SECTION D: SECURITY
Another important method is the Biohash scheme that projects the biometric features onto a user-provided random key [8] . Randomness (and secrecy) of this key, which can be stored in a user-specific physical token, provides noninvertibility. Furthermore, matching accuracy increase is also gained, as the biometric signal is combined with an added source of entropy. However, (i) the need to store/access a random bit string that requires a token (with the well-known disadvantages of token-based authentication, such as loss, theft, etc. of the cited token) and (ii) the assumption that the keys are not known, are pointed out as the problems of these schemes [20] .
The use of multi-biometric templates provides another alternative for template protection [10, 11, 21, 22] . In this approach, the template is constructed from multiplebiometrics or one biometric is used to hide another biometric data, rather than using data hiding or cryptographic techniques. Yanikoglu and Kholmatov [10] proposed multibiometric templates in order to increase privacy as well as security. They combined minutiae points from two distinct fingers of the same person using superimposition, creating a template with two biometric layers. While multi-biometric systems were proposed for increased security before [23] [24] [25] [26] [27] [28] [29] [30] [31] , to the best of our knowledge, this was the first work that used multi-biometrics for increased privacy and template protection. As an extension of this work, Camlikaya et al. [11] combined fingerprint minutiae with a spoken password. In this way, cancelability is provided since the spoken password can be replaced, if the template is compromised.
Most similar to our work, Othman and Ross [21] proposed an approach for creating synthetic fingerprint images for a person, by mixing complementary phase components of two corresponding fingerprints. The advantage of this method is that it can be easily integrated to any existing fingerprint verification system, where the created virtual fingerprints would be used for authentication instead of real ones. Mixing two different fingers from the West Virginia University database, authors report a rank-1 accuracy of ∼85% and an Equal Error Rate (EER) of ∼6% on a data-set with a total of 500 fingers. In another experiment, they evaluated the changeability property and showed that the mixed fingerprints do not match well (30% rank-1 accuracy) with the original ones. To evaluate cancelability, they ran matching and identification tests involving templates obtained from two impressions of the same fingerprint that were combined with 500 separate fingerprints. They obtained a high 85% identification rate, and 7% EER, showing the promise of the model, despite having similar templates in the gallery. One issue with this work is that to obtain realistic looking fingerprints, their constituents must pass a compatibility criterion.
In another similar work combining two fingerprints, Li and Kot [22] propose an approach where the combined fingerprint template is created using minutiae locations of one of the fingerprints whose angles are replaced with ridge orientation angles from the other one. The coupling between the minutiae and their replaced angles is performed after alignment of both fingers about their corresponding reference points. During verification, two candidate fingerprints are similarly combined and matched against the template, obtaining 0.4% False Reject Rate (FRR) at 0.1% False Accept Rate (FAR) using the FVC 2002-DB2-A database. To evaluate privacy of their proposed methods, Li et al. defined two types of attacks based on their scheme: using the combined template to attack a database that contains (i) the first fingerprint (using the minutiae location correlation) and (ii) the second fingerprint (using the minutiae angle correlation). They call the two attacks Attack Type A and Attack Type B, respectively. Using FVC 2002-DB2_A and generating databases of 100 combined templates, they report low rank-1 rates of 25% for Attack Type A and 57.5% for for Attack Type B, showing the promise of the system. The main issue with this technique is the need for detecting reference points, which may not exist or be located reliably.
The current work improves upon the work done in Ref. [10] , which had limited experimental evaluation.
OVERVIEW OF THE PROPOSED SCHEME
The proposed scheme consists of combining multiple biometric modalities into a single multi-biometric template, concealing the constituent biometrics among one another. The scheme is based on the fact that without possession of genuine biometric data, it is computationally hard for a forger to separate the combined template into its constituent biometrics.
In the implementation shown in this paper, we superimpose two fingerprints to form a multi-biometric template comprised of two biometric layers. Furthermore, we layer three fingerprints to explore the capacity of the proposed system.
The overall workflow of the system is depicted in Fig. 1 . In the Enrollment phase, the acquired biometric signals are processed and each one is converted into a set of unordered feature points (i.e. minutiae points) and layered together to create the multi-biometric template. In the Verification phase, the user is verified when she presents query samples of each of the constituent biometric modalities; whose features are matched and removed from the multi-biometric template, each match resulting in a match score. The matching scores obtained at each step are then linearly combined to obtain a final matching score. The layering is done using different methods, each one using less information of the constituent biometrics, such as randomizing minutiae angles and using a subset of minutiae points are suggested, so as to reduce the chance of leakage at some cost in performance.
While the main aim is to protect the biometric data, the scheme also enjoys increased security for the overall system due to the multi-modal biometric paradigm. The scheme suggests to create different multi-biometric templates for different security applications by combining different constituent biometrics (e.g. two different fingerprints) or by using behavioral biometrics that can be changed for each application (e.g. a spoken password).
CONTRIBUTIONS
The idea of layering multiple-biometrics has been suggested before Refs [10, 11] , although with limited experimental evaluation. The main contribution of this work is an in-depth exploration of the idea of combining multiple biometrics through layering, using fingerprints. We improve and extend our previous work by:
• introducing three new methods that aim (i) to make it more difficult to separate the multi-biometric template into its constituent biometric samples (Method 2 ); (ii) to prevent the possibility of full leakage of the original template (Method 3 ) and (iii) to explore the limits of biometric layering with three modalities (Method 4 ); • using state-of-the-art fingerprint matchers for improved results: one commercial and one developed in this work to work with minutiae locations only, as required in one step of the algorithm; • presenting new theoretical and experimental evaluation of security and privacy aspects of the proposed method; • performing experiments on large and public databases (all subsets of FVC and NIST databases); • achieving results that are close to the state-of-the-art verification performance using the public FVC dataset, while demonstrating increased difficulty in crosslinking databases.
Multi-biometric template generation
The important issue in creating the multi-biometric template is that the constituent biometrics should not be easily separated. In order to merge, the two minutiae sets as much as possible, we follow these steps:
• Create an empty template that is large enough to include both A and B even without much overlap.
• To minimize the number of overlapping minutiae in Σ, we translate B with respect to A by 50 pixels in each of the four directions. The translation amount was decided to allow some flexibility, while still overlapping the majority of the two minutiae sets. • Superimpose the two minutiae sets (A and B) with respect to the optimal translation found in the previous step and store that combined point set as the combined multi-biometric template (Σ).
MULTI-BIOMETRIC TEMPLATES USING MULTIPLE FINGERPRINTS

Enrollment and verification
Each person who enrolls into the system provides impressions from two different fingers, A and B. Minutiae points defined by ridge endings and bifurcations on the fingerprint pattern are used as features (see Section 5.2). Then, the center of masses of the two minutiae sets is aligned and one set is superimposed on the other so as to minimize the number of the overlapping minutiae (see Section 4.1). The created multi-biometric template (Σ) thus consists of two biometric layers and becomes the biometric ID/template of the person, stored into the database. A sample biometric template is shown in Fig. 2c , obtained from two fingerprints shown in Fig. 2a and b. Note that in this figure we show the two components of Σ with separate markers for the sake of clarity; whereas the source of the minutiae points is not stored in the multi-biometric template.
When a person is to be authenticated, she gives two query fingerprint impressions ( ¢ A and ¢ B ), both of which are used to verify her identity. The matching is done by finding the correspondence between the minutiae of these two query fingerprints and multi-biometric template Σ: first, the first fingerprint, namely ¢ A , is matched against the combined biometric ID (Σ). Then, the matched minutiae points are removed from Σ, and the second fingerprint ¢ B is matched against the remaining minutiae points. The person is authenticated if the fusion of the scores obtained from the two steps is above a certain threshold (see Section 5.6).
Feature extraction
We extract and use minutiae points as features representing a fingerprint. Minutiae points are the discontinuities of fingerprint ridges, such as bifurcation and end points [24] . In our case, we only keep the two-dimensional coordinates and the ridge orientation of a minutiae point, while other systems may use more information, such as the type of the discontinuity. Since this work does not focus on minutiae extraction, we preferred to use a commercial, state-of-the-art fingerprint minutiae extractor [32] . In this way, we can demonstrate real life feasibility of the proposed concept, while avoiding errors due to a sub-optimal system. After the extraction process, all of the information, except the coordinates and ridge angles of the minutiae (e.g. core type and location), was discarded in order to getminutiae only templates.
A sample multi-biometric template generated using this procedure is shown in Fig. 2c , for two minutiae sets shown in Fig. 2a and b . This method forms the first and simpler proposed template creation method (called Method 1 from now on).
Hiding angle information
Considering that it may be possible to separate the minutiae of Σ into their corresponding source sets using the coherence of minutiae angles within local regions [33] , we propose an alternative method for template generation. In this method, we use an extra step wherein the minutiae angles of the minutiae set B are replaced to mimic those of A. This method enhances the privacy of the user since it should be more difficult to separate the two fingerprint templates A and B apart.
In this method (called Method 2 from now on), in addition to the template creation step given in Section 4.1, we take the following steps to replace the orientation angles of the Bʼs minutiae:
For each minutiae m of B in Σ:
(1) Find the minutiae of A within an arbitrarily chosen proximity of 30 pixels to m and create a histogram of their angles (L). (2) Quantize the angles of the minutiae in L to eight directions and find the most frequent quantized angle q. The perturbation is done so as to reduce the chances of clustering minutiae points of the same source fingerprint using minutiae angle coherence.
The multi-biometric template obtained in this way is shown in Fig. 2d . Note that this template is similar to the one generated by Method 1 (shown in Fig. 2c ) except for the modified angles of the second minutiae set.
Using a subset of the minutiae
Modifying the angles of the second the fingerprint (B) makes it more difficult to isolate constituent fingerprints; something that could be done with some success, by considering minutiae angles [33] . However the minutiae of the first fingerprint (A) are used as is, in the multi-biometric template. Therefore, after a successful verification, this fingerprint is exposed to the system, to a large extent (except for extra and missing minutiae points resulting from an error-prone matching of the first template (A).
To remedy this situation, in this section we propose a new method called Method 3 that is identical to Method 2 , except for the fact that it only uses a subset of Aʼs minutiae. In the experiments, we have tried using 50% and 75% of the minutiae points, with acceptable verification performance being obtained with the latter.
Layering three fingerprints
In order to explore the capacity of biometric layering, we propose a new method, Method 4 that combines three fingerprints into one multi-biometric template.
In this method, we use 75% of the minutiae points in each fingerprint so as to prevent full leakage of any of them during a successful match. The minutiae angle orientations are kept intact, unlike Method 2 and Method 3 . This is because we intended to see the performance using three layered fingerprints, without the additional step of minutiae angle perturbation; so as to study its contribution alone.
Matching and scoring
For matching, query fingerprint impressions ¢ A and ¢ B (and ¢ C in case of Method 4 ) are matched against the combined template Σ. Each query fingerprint is successively matched to and subtracted from the multi-biometric template. At each subtraction step, a matching score is obtained. Finally, all the matching scores are linearly fused to obtain a final matching score. We describe this process by going over the steps below.
Step 1: We used Neurotechnology's fingerprint matcher (NT) for matching ¢ A against Σ. The proprietary match score S NT is obtained for this first match and the matching minutiae are then removed from the template, leaving Δ.
Step 2: The remaining template Δ is matched to ¢ B using our own matcher that uses Thin-Plate-Splines (TPS). Our TPS matcher is based on the work of Bazen and Gerez [34] , but our implementation can be set to ignore the angles of the minutiae during the matching procedure. In fact, this is the reason for using different matchers for the two steps; Neurotechnology's system depend on minutiae angles for its successful performance, while the minutiae of the second fingerprint are modified in Method 2 of the proposed system. The S TPS score is calculated to measure the success of this second step.
is the the square of the number of matching minutiae between Δ and ¢ B .
Step 3: To obtain the final match score, we linearly combine the two match scores after normalizing S NT , to bring it to the same scale with S TPS :
While the combination is essential to bring together all the sources of information, the accuracy is not very sensitive to the weighting coefficient α, and we have obtained the reported results with a = 1.
The list of variables used in this work is summarized below:
• A: First minutiae set obtained from a fingerprint during enrollment.
• B: Second minutiae set obtained from a fingerprint during enrollment. • S TPS Fractional score obtained from the match with D ¢ B versus , using the TPS matcher (Section 5.6).
• Method 1 : Basic template construction with the superimposition of two minutiae sets.
• Method 2 : Proposed template construction method with the superimposition of two minutiae sets where the second minutiae points are assigned pseudo-random angles.
• Method 3 : Same as Method 2 except for using only 75% of the minutiae from the first template (A).
• Method 4 : Same as Method 1 except for using three fingerprints and 75% of each minutiae set.
THEORETICAL EVALUATION OF TEMPLATE SECURITY AND PRIVACY
We evaluate the proposed method in terms of its verification performance, along with some measures of privacy enhancement. Specifically, using the criteria defined in Ref. [2] , we can make the following claims that are argued in this section or in subsequent experiments: Full-leakage irreversibility refers to the difficulty of determining, exactly or with tolerable margin, from the multi-biometric template, the biometric sample(s) or features used during enrollment to generate that template. We cannot guarantee fullleakage irreversibility with Method 1 , as it may be possible to use minutiae angle coherence, using techniques similar to ones used in Ref. [35] to reconstruct the fingerprint image from minutiae angles. On the other hand, for Method 2 and Method 3 , where the minutiae angle of the second template is modified, we assert that this requirement is satisfied as it is not feasible to split the multi-biometric template into its two constituent fingerprint minutiae since there are too many combinations to try in the absence of other information such as minutiae angles; and there is no way to know when one achieves the right split. Note that with these two schemes, the minutiae angle of the second template matches that of the first template locally, thus eliminating the potential use of minutiae angle information for finding the right split; or recovering the second template at all.
Altogether there are ( ) C N N 2 , potential splits of the multi-biometric template into two equal parts, where N is the average number of minutiae in a single template. Hence the probability of finding the correct split is ( ) C N N 1 2 , . This number is roughly´-0.56 10 18 for N = 32, which is the average number of minutiae in FVC fingerprint databases.
On average, only 55% of the minutiae points in the first matched template (A) are correctly identified during the proposed verification step, as measured over the FVC data-set using Method 2 . This is partly due to usual matcher errors and also the existence of the second template. Hence, the original templates are not revealed fully, even after a successful matching step. Nonetheless, Method 3 is suggested to prevent this situation with certainty (all of minutiae points will not be revealed in full to the system that may potentially be unreliable. With this method, both templates are modified and it is impossible to fully recover any of the individual templates. As for Method 4 , as we only use a portion of each of the constituent minutiae sets, it is guaranteed that there is no full leakage.
Since there will always be an uncertainty about the leaked information about the constituent biometrics even if the right split was found, the irreversibility is unconditional, according to the definition of Ref. [2] .
Authorized-leakage irreversibility refers to the difficulty of determining a biometric sample or features from the multibiometric template that would be useful for an attacker to break into an unprotected system (i.e. an unprotected unimodal system).
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The probability of one of the random splits to have K or more of its constituent minutiae points coming from the same fingerprint, when splitting a template with N points, is:
where p is 0.5. For N = 32 and K = 24 (i.e. 24/32 = 75% or more of the minutiae in the chosen set to be correct), this probability is 0.0035, but drops sharply as K approaches N (e.g. P(K = 28) = 0.00001).
Revocability refers to the ability of revoking a template, in case of a compromised template or generally a need of renewal. Simoens et al. [2] view this as an operational aspect that can be achieved by removing a compromised template from the database or by blacklisting it. In this sense, our system provides revocability by removing a compromised multibiometric template from the database. Note that this removal does not affect the constituents, some of which may be re-used to form a new multi-biometric template, as discussed below.
Renewability refers to the ability to generate a new template from the same biometric data of a user, which may be used in renewing a revoked template. Using the proposed method (Method 3 ), renewability is deemed possible as two multi-biometric templates formed from the same constituents will be different thanks to the randomization in angle modification and minutiae removal of the second fingerprint. This is evaluated in cross-link tests with two separate templates created from the same two fingerprints (S = + A B versus S = + A B) are matched, where the top-5 identification rate is found to be low (%65), even in the small FVC gallery of 55 multi-biometric templates. On the other hand, an implementation of biometric layering with voice pass-phrases is previously claimed to be fully renewable [11] , as it involves an important random component, namely the pass-phrase.
Unlinkability is demonstrated via cross-link tests involving templates sharing one of the constituent biometric samples and differing in the other (e.g. S = + A B versus S¢ = ¢ + A X). Moreover, uni-modal search/identification tests are done by cross-linking with an unprotected database (e.g. S = + A B versus ¢ A ). Genuine Identification rates are also reported as comparison. It is desirable for the system to obtain high genuine identification rates, while obtaining low cross-link and unimodal search rates. The unlinkability tests are reported in Section 8.
EXPERIMENTAL EVALUATION OF VERIFICATION PERFORMANCE
We perform four types of tests, shortly summarized below, to evaluate the performance of the proposed system:
• Uni-Modal Verification (UMV) Performance tests are performed to assess the baseline performance of matching algorithms employed in the proposed scheme, when applied to a single modality.
• Multi-Modal Verification (MMV) with the Proposed Scheme aim to measure the verification performance of the proposed schemes, where two query biometric samples ( ¢ A and ¢ B ) are matched against the claimed multi-biometric template.
• Multi-Modal Score Level Fusion (SLF) tests are realized for completeness (i.e. compare against a system without template fusion to measure the loss caused by template fusion).
Databases
We use three different databases for evaluating the proposed system, first two databases are the FVC 2000 [36] and 2002 [37] databases, which are commonly used, including the public fingerprint verification contests. Each of these two databases consists of four subgroups, where each subgroup consists of 880 images (subjects(11) × fingers(10) × impressions (8)). The third data-set used in our evaluations is the NIST's fingerprint database-4 [38] . In this database, there are a total of 2000 subjects, where each subject has provided two impressions of only a single finger. The properties of each subgroup for FVC databases are outlined in Table 1 . The main purpose of using the FVC databases is to measure the verification performance of our method and compare it to the state-of-the-art, whereas the NIST database is used for the identification and cross-linking tests, as it includes more subjects compared to FVC data-sets. Please see Section 8 for further details. Throughout the evaluations, we used all of the available data of the corresponding data-sets.
Uni-Modal Verification
We report UMV performance results of the fingerprint matchers that are used in the proposed framework in order to establish the baseline performances of both our developed TPS matcher and the selected commercial fingerprint matcher from Neurotechnology [32] . The reason for utilizing this particular commercial matcher is 2-fold. First of all, we wanted to demonstrate the adaptability of the proposed framework to already available systems. 10 fingers) , matching all impressions of the same finger to each other results in 28 genuine tests per finger. This gives a total of 3080 (=110 28) genuine tests for each FVC group. As for forgery tests, for each FVC group, we matched every first impressions of all the fingers to the first impressions of all the other fingers, resulting in 5995 (=110 109) forgery tests.
The top two rows of Table 2 indicate the NT and TPS matcher performance on the FVC and NIST databases, with an average EER value of 1.9% versus 3.7% for the FVC databases, respectively. The NT system has state-of-the-art performance and the TPS matcher has a moderate performance and is included here for completeness. In the proposed system, the TPS matcher is only used when the NT matcher does not perform well; namely when matching minutiae sets for which the angles are modified. In that case, performance results are lower as expected: the average EER increases by about a factor of two for each database, becoming 7.5% and 9.7% for the FVC and NIST databases, respectively. The results for the case of modified angles are not reported for the NT system as it does not have an option to disregard the minutiae angle information.
MMV-proposed system
The lower part of Table 2 reports the verification rates for the proposed scheme where multi-biometric templates are created with two fingerprints and verification is done using both fingerprints. As described in Section 5, Method 1 constructs the template by simple layering, while in Method 2 and Method 3 the minutiae angles of the second constituent fingerprint are replaced, with or without using all the minutiae points, respectively. Finally, Method 4 explores the capacity of biometric layering by combining three biometrics into one multi-biometric template.
For these tests, a gallery of 55 templates is created for each FVC subgroup, by pairing each two consecutive template into one multi-biometric template. As for the NIST database, it is possible to create a gallery of 2000 multi-biometric templates by following the same strategy used for each FVC subgroup. However, to accommodate cross-link tests as well, we created a gallery of 2000/3 = 666 templates to be used in verification tests.
As can be seen in Table 2 , using Method 1 , we obtained a 0.5% average EER over the eight FVC data-sets on average, which is significantly better than the state-of-the-art unimodal performance of the NT system. Using Method 2 that provides higher template security, the results are close to the state-of-the-art uni-modal performance, with 2.1% average EER on the FVC database. With Method 3 and Method 4 that trade verification performance for additional template security, the results are 3.9% and 3.4% average EER on the FVC data-sets, respectively. Although, there is performance degradation when using Method 2 and even more in Method 3 compared to Method 1 , the minutiae angle replacement and additional random removal of minutiae from the first template provide a stronger template security and resilience to privacy threats, which we discuss in Section 8. For all three methods, there is a significant decrease in comparison to the uni-modal systems, when using the NIST database. This can be explained by the fact that the fingerprints in the NIST database typically contain a very large number of minutiae points (195 versus 32 in FVC databases, on average), which causes a higher number of minutiae collision during multi-biometric template creation. Method 4 was not tested with this database, because it was not deemed suitable due to the large number of minutiae points in the fingerprints in this database.
Detection Error Tradeoff (DET) plots for the performances of the three methods are given in Fig. 3 , along with unimodal systems.
Multi-modal SLF
For the sake of completeness and comparability with other multi-modal approaches, a MMV system using a simple SLF is also implemented using the TPS matcher. Everything in this system is done the same way as for the proposed system whenever applicable. For instance, the same feature extraction and matching algorithms are used as in the proposed system. During matching, we tested two alternatives in line with the proposed method: using the minutiae angles or ignoring them. In either case, the match score between two fingerprint templates is calculated as the ratio of matched minutiae in the reference fingerprint. The individual scores obtained from the two matches are linearly combined for the final decision.
The EER results shown in Table 3 are the lowest error rates for both the FVC and NIST databases, with 0.3% and 1.2% EER, respectively. The success of the fusion system is expected, because on one hand it benefits from twice the discrimination power of two fingerprints and on the other hand, it does not sacrifice anything for the sake of privacy and template security. The performance degradation that comes with the lost angle information in the fusion system (1.0% versus 0.3% for FVC) parallels that observed with the proposed schemes. We observed that in the first match (S ¢ A versus ), on average 92% of all matched minutiae are correct, while 8% of the matched minutiae come from the second fingerprint, as calculated over the FVC data-sets using Method 2 . On average 55% of the minutiae points in A are correctly identified.
UNLINKABILITY TESTS
Irreversibility, revokability and renewability issues were addressed theoretically in Section 6; here we report the results of three types of tests to demonstrate unlinkability, by showing decreased success in cross-link rates in comparison to genuine identification rates:
The aim of this evaluation is to measure the genuine identification rate of the system, when the multi-biometric template is searched using a genuine pair of query fingerprints within a gallery of templates. The identification is performed by sequentially matching the query pair to each of the multi-biometric templates in the gallery, using the method described in Section 5.6.
This attack measures how easily one can identify a person's template having only one matching fingerprint. Since the role of all the fingerprints used in the template is not symmetric, we evaluate this scenario separately for the first, second and third templates, using the commercialNT matcher. • Cross-Link (XLNK) attack-( + )
This is an attack scenario where the attacker is assumed to have access to two different multibiometric databases and would like to find corresponding identities. During this attack, each multi-biometric template of a database is matched to all templates of the other database, as if they are uni-modal templates. In this attack scenario, corresponding templates may share the first fingerprint (A), the second fingerprint (B) or both.
Identification of a correct template with only a single fingerprint is undesired, as it would lead to the identification of the user by searching with a latent fingerprint, or crosslinking with an unprotected database. Similarly, if a user is enrolled in multiple databases, cross-linking may identify, which templates in the two databases belong to the same person, posing a privacy threat.
As evaluation metric, we report the percentage of cases where identification returns the correct template among the top-k candidates, for top-1, top-5 and top-10.
Databases
We used the FVC and NIST databases throughout these evaluations, with results given in Tables 4 and 5 . While both databases are commonly used in literature, they each present some challenges for these tests. The FVC database is very small to run multi-biometric tests (especially XLNK tests), while the NIST fingerprints contain very large number of minutiae points, which is not very amenable for layering.
To maximally use the NIST database, we grouped the 2000 fingers such that three fingers were used as if they belonged to the same user. The two fingerprints (A and B) of one user are used to construct one multi-biometric template for the main gallery, for which the matching impressions ( ¢ A and ¢ B ) are used for GID and UMS tests. Then, a third fingerprint (X) from another user is used to create two matching galleries ( ¢ + A X and + ¢ X B ). In this way, we obtained a total of 2000/3 = 666 multi-biometric templates in three matching galleries. Since there are only 11 subjects and 110 different fingers in each of the FVC subgroups, we ran GID tests and UMS attacks with a gallery of 55 templates, obtained by pairing fingerprints two-by-two, for each subgroup. For XLNK tests, we paired the fingers three-by-three such that three fingers were used as if they belonged to the same user, as was done for the NIST database. In this way, we obtained a very small gallery of 36 templates.
Results
NIST database
For the larger NIST gallery, high genuine identification (GID) rates are achieved showing the premise of the scheme for providing high identification performance. The identification rate decreases as expected as more information is omitted in the template creation. These rates are not very high, but comparable to rank-1 identification rates (∼85% and ∼83%) reported in Ref. [21] , obtained using a similar and alternative multibiometric template creation scheme and a similar size database.
The UMS evaluation that tests whether a multi-biometric template database can be searched with a single fingerprint, results in low identification rates as desired. Compared to GID rates, there is ∼20% points difference between GID and UMS rates, for Method 1 and Method 3 .
The UMS with the second fingerprint achieves roughly the same rate as for the first fingerprint using Method 1 , as the two fingerprints have a symmetric role in this method. However the top-1 identification rates drop even further (40% and 48%) with Method 2 and Method 3 where the minutiae angles of the second fingerprint are modified to match the angles of the first fingerprint.
The cross-link (XLNK) evaluations for S ¢ + A X versus and S + ¢ X B versus where the adversary wants to cross-link Compared to the genuine identification rates, the results show that the proposed methods provides sufficiently high diversification capability even if the fingers used in two databases are the same.
FVC database
With the FVC database, GID rates are very high (99%, 97%, 96% and 100% for the four methods), as shown in Table 5 . Unfortunately, the UMS rates are also very high for the first two methods. As for Method 3 and Method 4 , we observe that the UMS rates (83% and 74%) are significantly lower compared to GID rates, as desired. The UMS rates for . In the first one, the attacker has access to two new imprints of the constituent fingers ( ¢ ¢ A B , ), and in the second one she has access to only one ( ¢ C ). For those attacks, the top-1 rates are 87% and 77%. This shows the protection capability of the system even when the attacker has more resources, using Method 4 .
The XLNK rates are low in this database too; in particular for Method 3 , we obtain a 53% rate when the first fingerprint is shared among the two corresponding multi-biometric templates, 6% when the second fingerprint is shared and 60% when both fingerprints are shared. Method 4 that combines three fingerprints obtains even higher GID rates and lower UMS and XLNK rates.
In summary, we observe that Method 3 obtains significantly lower uni-modal search rates compared to genuine identification rates, as well as very low cross-link rates for both databases. While not applicable in all applications and databases, Method 4 obtains even better results, with higher genuine identification rates and lower cross-link rates.
Time cost for enrollment and verification
The multi-biometric template creation process takes 300 ms for the FVC DB and 1 s for the NIST DB. The matching process takes <10ms with the FVC DB for Method 1 , and up to 50 ms for Method 2 and Method 3 . For the NIST DB, matching takes <50 ms for Method 1 , and up to 500 ms for Method 2 and Method 3 . Note that, while verification times are longer than the commercial uni-modal system, they are still acceptable for use in a commercial application.
SUMMARY AND DISCUSSION
We have proposed different methods for implementing the biometric layering idea first proposed in Ref. [10] . Below, we discuss the relative merits of these methods in order, based on results observed on the FVC data-sets; but the observations apply to the NIST database for the most part as well.
The first method (Method 1 ), which was the proposed method in Ref. [10] , has very good verification rates that are better than the state-of-the-art fingerprint verification rates of theNT matcher (see Table 2 ) and its GID rate is high, but its UMS rates are also high (see Table 5 ). Furthermore, since the two fingerprints are layered without extra precaution, there may be a possibility of separating the two fingerprints using minutiae angle coherence.
As the methods try to protect the template more (Method 2 and Method 3 ), verification and identification rates fall, but UMS and XLNK rates also decrease as desired. Particularly in Method 3 , which is the suggested layering method for two fingerprints, the average verification rate for the FVC databases is quite good (3.9%, while NT matcher achieves 1.9%) and the UMS (83% and 74% in a 55-template gallery, Table 5 ) and XLNK rates (1% and 37%, Table 4 ) are very low as desired. The performance decrease with respect to Method 2 is due to the random removal of minutiae from the primary template. As some genuine minutiae are missing from the multi-biometric template, it is expected that the FRR will increase, for sake of increased template security. Considering that the gallery sizes used for UMS is very small and XLNK tests identification rates are already very low, the significant difference between these rates and the GID rates show the potential of the method in increasing template security.
Combination of three fingerprints (i.e. Method 4 ) is the most successful and suggested method, if the application allows for the use of three modalities. The verification rate in this case is 3%, GID rate is 99%, while UMS rates are low (63-77% in a very small database) and XLNK rates are very low (11-33%) .
For the NIST database where the fingerprint templates contain an excessive number of minutiae points, identification and cross link rates are lower in general compared to the FVC database. Hence, while GID rates are not as high as desired (93%, 82% and 79% for Methods 1, 2 and 3), cross linking rates are very low (21%, 20% and 1%, respectively).
In terms of comparison to other similar systems, we consider the work of Othman and Ross [21] and Li and Kot [22] . As summarized in Section 2, these two systems obtain high identification and verification rates and much lower XLNK rates as desired; however, our method does not have any requirements such as the need to have compatible fingerprints or locate reference points.
A potential weakness is that if Σ is compromised, the attacker can break it into two templates in a random manner, obtaining two dummy constituent templates C and D. She can then use these two templates to break into the system, in unattended scenarios. However, note that the attacker does not obtain the real fingerprints and the success would be Finally, we propose Method 3 as the best method for biometric layering when the system is required to use two fingerprints. The renewability property of this method may be enhanced by using non-deterministic techniques in random minutiae removal or angle modification phases.
On the other hand, if the application allows for it, we propose Method 4 as the best method, since we combine three different fingerprints and achieve even better results than Method 3 . However due to a large number of minutiae in the template, this method is not suitable for applications requiring very low FAR values.
CONCLUSION
We propose to use multi-biometric templates for increased performance, template security and enhanced privacy, and our aim in this work has been to fully explore the potential of this idea. We evaluated three different methods of constructing a multi-biometric template from two fingerprints, using less and less information of the constituent fingerprints for increased template security. Furthermore, a fourth method combines three biometric modalities, to explore the limits of biometric layering.
The proposed framework has been evaluated using public well-known data-sets, which have already been captured from real users or fingerprints that are generated synthetically. The results show that the proposed framework is effective for template security, as well as increased or on par biometric performance. However, in the case of real life tests, there may be issues related to the fatigue due to extra enrollments and complaints about loss of privacy due to giving more fingerprints, as well as other physiological and psychological factors that might affect the quality of the enrolled templates, which in turn might affect the overall system performance. These issues might be addressed in the future research works.
Additionally, we will explore other methods of combination, especially for fixed-length biometric representations.
